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Foreword

The Federa! Information Processing Standards Publication Series of the National
Institute of Standards and Technology (NIST) is the official publication relating to
standards and guidelines adopted and promulgaled under the provisions of Section
111(d) of the Federal Property and Administrative Services Act of 1949 as amended by
the Computer Security Act of 1987, Public Law 100-235. These mandates have given
the Secretary of Commerce and NIST important responsibilities for improving the
utilization and management of computer and related telecommunications systems in
the Federal Government. The NIST, Bwough ks Computer Systems Laboratory,
provides leadership, technical gulkdance, and coordination of Govemnment efforts in the
development of standards and guidelines in thess arsas.

Comments conceming Federal information Processing Standards Publications are
weicomed and should be addressed to the Director, Computer Systems Laboratory,
National institute of Standards and Technology, Galthersburg, MD 20899,

James H. Burrows, Director
Computer Systerns Laboratory

Abstract

The selective apphication of tschnological and retated procedural safeguards is an
important responsibility of every Federal organizaton in providing adequate security in
its computer and telecommunications systems. This publication provides a standard to
be used by Federal orpanizations when thess orpanizations specity that cryptographic-
based sacuiily sysiems e 10 De Lsed 10 ProWte PFOCHON IOr sensisve or valuable
data. Prolection of a cryptographic module within a security sysiem is necessary to
maintain the confidentiality and integrity of the information protected by the module.
This standard specifies the security requirements that are to be satisfied by a cryplo-
graphic moduls. The standarc provides four inCreasing, qualitative levels of security
intended 0 cover a wide range of potential appilications and environments. The secu-
rity requirements cover areas relaled to the secuwe design and implementation of a
cryptographic module. These arsas include basic design and documentation, moduie
intertaces, authorized rotes and services, physical security, software security, opecating
system security, key management, cryptographic algorithms, electromagnetic interter-
ence/slectromagnetic compatibilty (EMIFEMC), and sefi-testing This revision super-
sedes FIPS 140 in its entirety

Key words. computer security, cryptographic modules; cryptography. Federal Infor-
mation Processing Standard (FIPS); telecommumcation security
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Federal Information
Processing Standards Publication 140-1

1994 Jarnuary 11

Announcing the Standard tor
SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES

Federal Information Processing Standards Pubiications (FIPS PUBS) are Issued by the National inatitute of Stancards and
Technology (NIST) afier approval by the Se-retary of Commerce pursuant to Section 111{d) of the Federal Property and Administra-
tive Services Act of 1949 as amended by the Computer Security Act of 1987, Public Law 100-235.

1. Name of Standard. Security Requirements for Cryptographic Modules (FIPS PUB 140-1).
2. Category of Standard. Computer Security, Crypitography.

3. Expianation. This standard specifies the security requirements that are to be satished by a crypto-
graphic module utilized within a security system protecting unclassified information within computer and
telecommunication systemns (including voice systems) The standard provides four increasing, qualitative
ievels of security: Leve! 1, Level 2, Level 3, and Level 4 These levels are intended to cover the wide range
of potential applications and environments in which cryptographic modules may be employed. The secu-
rity requirements cover areas retated to the secure design and implementation of a cryptographic module.
These areas include basic design and documentation, module intertaces, authorized roles and services,
physical security, software security, operating system security, key management, cryptographic
algorithms, electromagnetic interference/electromagnetic compatibitity (EMI/EMC), and self-testing. This
standard supersedes FiPS 140, General Securtty Requirements for Equipment Using the Data Encryption
Standard, in its entirety

4. Approving Authority. Secretary of Commerce

5. Maintenance Agency. Department of Commerce, National Institute of Standards and Technology,
Computer Systems Laboratory.

6. Cross Index.
a FIPS PUB 46-2, Data Encryption Standard.
FIPS PUB 48 Guideiines on Evaluation of Techmques for Automated Personal Identification.
FIPS PUB 74, Guidelines tor implementing and Using the NBS Data Encryption Standard.
FIPS PUB 81, DES Modes of Operation.
FIPS PUB 83, Guideline of User Authentication Techniques for Computer Network Access
Control.
FIPS PUB 112, Password Usage.
FIPS PUB 113, Computer Data Authentication.
FIPS PUB 171, Key Management Using ANSI X8.17.
i FIPS PUB 180, Secure Hash Standard.
Special Publcation 500-157, Smart Card Technology: New Methods tor Computer Access
Control
K. Special Publication 800-2, Public Key Cryptography.
. Feoeral inlcrmation Resources Management Regulations (FIRMR)  subpart 201 20.303,
Standards, and subpart 201.39.1002, Federa! Standards.
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Other NIST publications may be applicable to the implementation and use of this standard. A iist (NIST
Puhlications List 91) of currently available computer security publications, including ordering intorrnation,
can dDe obtained irom NIST.

7. Applicablilty. This standard Is applicable to all Federal agencias that use cryptographic-based secu-
rity systems to protect unclassified information within computer and telecommunication systems (including
voice systems) that are not subject 1o Section 2315 of Title 10, U.S. Code, or Section 3502(2) of Title 44,
U.S. Code. This standard shall be used in designing, acquiring and implementing cryptographic-based
security systems within computer and telecommunication systems (Including voice systems), operated by
a Federal agency or by a contractor of a Federal agency or other organization that processes information
{(using a computer or telecommunications system) on behalt of the Federal Government to accomplish a
Federal function. Federal agencies which use cryptographic-based security systems for protecting classi-
fied information may use those systems for protecting unclassified information in lieu of systems that com-
ply with this standard. Non-Federal government organizations are encouraged to adopt and use this
standard when it provides the desired security for protecting valuable or sensitive information.

8. Applications. Cryptographic-based security systems may be utilized in vanous computer and
telecommunication (including voice) applications (e.g.. data storage, access control and personal identifi-
cation, radio, facsimile, video) and in various environments {e.g., centralized computer facilities, office en-
vironments, hostile environments). The cryptographic services {e.g., encryption, authentication, digital
signature, key management) provided by a cryptographic module will be based on many factors which are
specific 1o the application and environment. The security level of a cryptographic module shall be chosen
to provide a level of secunty appropriate for the security requirements ot the application and environment
in which the module is to be utilized and the security services which the module is to provide. The security
requiremnents for a particular security level include both the security requirements specific to that fevel and
the security requirements that apply to all modules regardiess of the level. System characteristics not re-
lated to security (e.g., telecommunications interoperability) are beyond the scope of this standard.

9. Speclfications. Federal information Processing Standard (FIPS) 140-1, Security Requirements for
Cryptographic Modules {affixed).

10. implementations. This standard covers implementations of cryptographic modules inciuding. but
not limited to, hardware components or moduies, software programs or modules, computer firmware, of
any combination thereof. Cryptographic modules that are validated by NIST, or that comply with the require-
ments of the FIPS 140-1 implementation and FIPS 140 acquisition schedules in Section 14 of the announce-
ment of this standard, will be considered as complying with this stanard. information about the FIPS 140-1
validation program can be obtained from the National Institute of Stendards and Technology, Computer
Systems Laboratory, Gaithersburg, MD 20899.

11. FIPS Approved Security Methods. Cryptographic modules that comply with this standard shall em-
ploy cryptographic algorithms, cryptographic key generation algorithms and key distribution techniques,
and authentication techniques that have been FIPS approved for protecting Federal Government unclassi-
fied information. FIPS approved cryptographic algorithms, cryptographic key generation algorithms and key
distribution technigues, and authentication technigues include those that are either:

a. specified in a Federal Information Processing Standard (FIPS), or
b. adopted in a FIPS and specified either in an appendix to the FIPS or in a document referenced
by the FIPS.

It a cryptographic moduie is required to incorporale a trusted operating system, then the moduile shali
ernpioy trusted operating systems that have been evatuated by a NIST accredited evaluation authorlty and
against & FIPS approved evaluation criteria.

information about approved cryptographic methods and approved operating system evaluation author-
ities and criteria can be obtained trom NIST.
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12. Interpretation. Rasolution of questions regarding this standard will be provided by NIST. Questions
concerning the content and specifications should be addressad to: Director, Computer Systems Labora-
tory, ATTN: #IPS 140-1 Intarpretation, National institute of Standards and Technology, Gatthersburg, MD
20806.

13. Export Control. Certain cryptographic devices and technical data regarding them are deemed to be
defense articles (i.e., inherently military in character) and are subject to Federal governmant export controls
as spacified in Titie 22, Code of Federal Regulations, Parts 120-128. Some exports of cryptographic mod-
utes conforming to this standard and technical data regarding them must comply with these Federal reg-
ulations and be licensed by the U.S. Department of State. Other exports of cryptographic modules
conforming to this standard and technical data regarding them fall under the licensing authority of the
Bureau of Export Administration of the U.S. Department of Commerce. The Department of Commerce is
responsible for licensing cryptographic devices used tor authentication, access control, proprietary soh-
ware, automatic teller machines (ATMs), and certain devices used in other equipment and software. For
advice concerning which agency has licensing authority for a particular cryptographic device, please
contact the respective agencies.

14, Implementation Schedule. Figure 1 summarizes the implementation schedule tor FIPS 140-1. The
sffective date of this standard is June 30, 1994.

From approval of FIPS 140-1 to its effective date, agencies may purchase equipment with FIPS 140-1
cryptographic modules that have been affirmed in writing from the manufacturer as complying with this
standard. From June 30, 1994 until six months after the establishment of the FIPS 140-1 validation program
by NIST, agencies that have determined a need for equipment with cryptographic modules shall purchase
equipment with FIPS 140-1 cryptographic modutes that have been affirmed in writing by the manurfacturer
as complying with this standard. A copy of the written affirmation shall have been sent to the Director,
Computer Systems Laboratory, National Institute of Standards and Technology, Gaithersburg, MD 20888.

APPROVAL OF FiPS 140-1 v ———— Purchase products
January 11, 1994 with written affirmation
from vendor of
comformancs o
FiIPS 140-1 {opt.)
EFFECTIVE DATE OF FIPS 140-1 ————re— Purchase products
June 30, 1994 with written affirmation
from vendor of
ESTABLISHMENT OF FIPS 140-1 U conformance to
VALIDATION PROGRAM FIPS 140-1

Purchase products

SIX MONTHS AFTER either submitied to
) m—————
ESTABLISHMENT OF FIPS 140-1 or validated under

VALIDATION PROGRAM FIPS 140-1
validation prograrm

ONE YEAR LATER —_— Purchase products
(18 months afier estabishment valdated under FIPS 140-1
ot vahiaalion progiam) validation program v

FUTURE

Figure 1. FIPS 140-1 Implementation Schedule.
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For a one year period following the six months after the establishment of the FIPS 140-1 vaiidation
arogram, agencies shall purchase sither equipment with validated FIPS 14C-1 cryptographic modules, or
aquipment whose cryptographic modules have been submitted for FIPS 140-1 validation. After this period,
snly FIPS 140-1 validated cryptographic modu'as will be considered as mopeting the provisions of this
standard.

Figure 2 summarizes the schedule for acquisition of FIPS 140 compliant equipment. For up to three
yaars following June 30, 1984, equipment with cryptographic modules complying to FIPS 140, General
Security Requirements for Equipment Using the Data Encryption Standard (tormerty Federal Standard
1027), may be purchased in lieu of equipment with modules that comply with this standard. These modules
either shall have been endorsed by the National Security Agency (NSA) as comptying to Federal Standard
1027, or shall be affirmed in writing by the manutacturer as complying to FIPS 14C. NSA endorsed modules
shali have been endorsed prior to January 11, 1994. A list of endorsed products (NSA Endorsed Data
Encryption Standard (DES) Products List) is available from the NSA. For modules affirmed by the manutac-
turer as comptying with FIPS 140, a copy of the written affirmation shall have been sent by the manutacturer
to the Director of the Computer Systems Laboratory at NIST prior to June 30, 1994. A list of these modules
is available from NIST

Equipment purchased under the above conditions may continue to be used for the litetime of the
aquipment without the need for turther affirmation or validation for conformance to this standard.

APPROVAL OF FIPS 140-1
January 11, 1994

Purchase products
with either FS 1027
sndorsement from NSA
of with written affirmation
from vendor (prior to
June 30, 1994) of

conformance to
FIPS 140
THREE YEARS AFTER —
June 30, 1994
(June 30, 1997) Purchase products
validated unces
FIPS 140-1

validation program

FUTURE

Figure 2. FIPS 140 Schedule for Acquisition of Validated Products.

15. Quallfications. The security requirements specified in this standard are based upon information
provided by many sources within the Federal government and private industry. The requirements are de-
signed to protect against adversaries mounting cost-effectrve attacks on unciassified government or com-
mercial data (e.qg., hackers, organized crime, economic competitors). The primary goal in designing an
wifective security system is to make the cost of any attack greater than the possible payoff.

Whiie the security requirements specified in this standard are intended to maintain the security of a
cryptographic module, contormance to this standard does not guarantee that a particular module is secure
it is the responsibility of the manufacturer of a cryptographic module to build the module in a secure
manner

4
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Similarly, the use of a cryptographic moduie that conforms to this standard in an overall sysiam does
not guarantee the sacurity of the overall system. The rasponsible authority in each agency shall assure that
an ovarall system crovides an accepiabie level of zacurty,

Since a standasd of this nature must be flexible snough to adapt to advancemants and innovations in
science and technclogy, this standard will be reviewsad every 5 years in order 1o consider new or revised
requirements that may be needed tc meet technological and economic changes.

16. Waiver Procedure. Under centain exceptional circumstances, the heads of Federal agencies inay
approve waivers to Federal Information Processing Standards (FIPS). The head of such agency may rede!-
egate such authority only to a senior official designated pursuant to Section 3506(b} of Title 44, U.S. Code.
Waivers shall be granted only when:

a. Compliance with a standard would adversely affect the accomplishment of the mission of an cper-
ator of a Federal computer system, or

b. cause a major adverse financial impact on the operator which is not ofiset by Government-wide
savings

Agency heads may act upon a written waiver request containing the information detailed above.
Agency heads may atso act without a written waiver request when they determine that conditions for meet-
ing the standard cannot be met. Agency heads may approve waivers onty by a written decision which ex-
plains the basis on which the agency head made the required finding(s}. A copy of each such decision, with
procurement sensitive or classified portions clearly identified, shall be sent ic: National Institute of Stan-
dards and Technology; ATTN: FIPS Waiver Decisions, Technology Building, Room B154; Gaithersburg,
MD 20838.

In addition, notice of each waiver granted and each delegation of authority to approve waivers shall be
sent promptly to the Committee on Government Operations of the House of Representatives and the Com-
mittee on Governmenta! Affairs of the Senate and shall be publishad promptty in the Federal Register.

When the determination on a waiver applies to the procurement of equipment and/or services, a notice
of the waiver determination must be published in the Commerce Business Daily as a part of the notice of
solicitaton for offers of an acquisition or, if the waiver determination is made after that notice is published,
by amendment to such notice

A copy of the waiver, any supporting documents, the document approving the waiver and any support-
ing and accompanying documents, with such deletions as the agency is authorized and decides to make
under Section 552(b) of Title 5. U S. Code, shall be part of the procurement documentation and retained

by the agency.

17. Where to obtain copies. Copies of this publication are availabie tor sale by the National Technical
intormation Service, U S. Department of Commerce, Springfield, VA 22161. When ordering, refer to Federal
Information Processing Standards Publication 140-1 {FIPSPUB140-1), and title. When microfiche is desired,
this should be specified. Payment may be made by check, money order, credit card, or deposit account.
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1. OVERVIEW

This standiard specifies the security requirements that are 1o be satisfiad by a cryptographic module
ubized witinn a secunty systemn prolecting unciassified information in computer and telscommunication
systems (including voice systems) that are not subject to Section 2315 of Title 10, U.S. Code, or Section
3502(2) of Titie 44, 1J.S. Code. Cryptographic modules conforming to this standard shall mest the applica-
ble security requirements described hersin.

This standard was developed by a government and industry working group composed of both users
and vendors. The working group identified requirements for four security levels for cryptographic modules
to provide for a wide spectrum of data sensitivity (e.g., low value administrative data, million dollar funds
transters, and life protecting data), and a diversity of application environments {e.g., a guarded facility, an
office, and a completely unprotected location). Each security level offers an increase in security over the
oreceding level. These four increasing levels of security will allow cost-effective solutions that are appropri-
ate for different degrees of data sensitivity and different application environments.

While the security requirements specified in this standard are intended to maintain the security of a
cryptographic module, conformance to this standard does not guarantee that a particular modhile is secure.
it is the responsibility of the manutacturer of a eryptographic module to build the module in a secure
manner

Similarly, the use of a cryptographic moduie that conforms to this standard in an overall system does
not guaraniee the security of the overall system. The security leve!l of a cryptographic module shall be cho-
sen 1o provide a level of security appropriate for the security requirements of the application and environ-
ment in which the module is to be utilized and the security services which the module is to provide. The
responsible authority in each agency or department shall assure that the agency or department's computer
or telecommunication systems which utilize a cryptographic module provide an acceptable level of security
for the given application and environment.

NIST emphasizes the importance of computer security awareness and of making informahon security
a management priority that 1s communicated 10 all amployees. Since computer security requirements will
vary for different applications, organizations should identify their information resources and determine the
sensiivity 10 and potential impact of losses. Conrols should be based on the potential rieks and selecied
from available controls, including administrative policies and procedures, physical and environmental con-
trols, information and data controls, software development and acquisition controls, and backup and con-
tingency planii'ng.

NIST has deveioped many of the needed basic controls to protect computer information, and has is-
sued standards and guidelines covering both management and technical approaches to computer security.
These include standards for cryptographic functions which will be imptemented in cryptograptic modules
as specified in this standard. This standard is expected to be the foundation for NIST's current and future
cryptographic standards.

1.1 Security Level 1

Security Level 1 provides the lowest level of security. It specifies basic security requirements for a cryp-
tographic module (e.g., the encryption aigorithm must be a FIPS approved aigorithmj), but it differs from the
higher levels in several respects. No physical security mechanisms are required in the module beyond the
requirement for production-grade equipment.

Examples of Leve! 1 systems include Integrated Circuit (iC) cards and add-on security products. it is
commonly felt that iC cards enhance the security of most systems. IC cards may be used as a secure
storage medium when distributing cryptographic keys and may also implement cryptographic algorithms.
Many vendors produce personal computer (PC) encryption boards which will meet the Level 1 require-
ments NIST has validated the correct implementation of NIST cryptographic standards in several IC cards
and encryphon boards.



FIPS PUB 1401

Level 1 aliows sottware cryptographic functions to be performed in a gensral purpose personal com-
mar (PC). NIST believes that such implementations are often appropriate in low-level security applications.
I'he implementation of PC cryptographic software may be more cost-effective than hardware-based mecha-
nisms. This will enable agencies 10 avoid the situation that exists today whereby the decision is ofien made not
to cryptographically protect data because hardware is considered too expensive.

1.2 Security Level 2

Security Level 2 improves the physical security of a Security Level 1 cryptographic module by adding
the requirement tor tamper evident coatings or seals, or for pick-resistant locks. Tamper evident coatings
or seals, which are available today, wouid be placed on a cryptographic module so that the coating or seal
would have to be broken in order to attain physical access to the plaintext cryptographic keys and other
critical security parameters within the module. Pick-resistant locks would be placed on covers or doors to
protect against unauthorized physical access. These requirements provide a low cost means for physical
security and avoid the cost of the higher level of protection involving hard opaque coatings or significantly
more expensive tamper detection and zeroization circuitry.

Level 2 provides for role-based authentication in which a module must authenticate that an operator
i5 authorized to assume a specific role and perform a corresponding set of services.

Level 2 also allows software cryptography in mutti-user imeshared systems when used in conjunction
with a C2 or equivalent trusted operating system. The ratings C2, B1 and B2 ratings are in accordance with
the TCSEC (see Appsndix C). Many security experts feel that a trusted operating system is needed in order
for softiware cryptography to be implemented with a level of trust comparable to hardware cryptography.
This enables multi-user timeshared systems 1o implement cryptographic functions in sofiware when this
level of security is cost effective.

1.3 Security Level 3

Security Level 3 requires enhanced physical security which is generally available in many existing com-
mercial security products. Unlike Security Level 2 which employs locks to protect against tampering with
a cryptographic module, or employs coatings or seals to detect when tampering has occurred, Leve!l 3
atiempis (0 prevent the intruder irom gaining acoess 10 Criical security parameters heid within the module.
For example, a multi-chip embedded module must be contained in a strong enclosure, and if a cover is
removed or a door is opened, the critical security parameters are zeroized. As another example, &8 module
must be enclosed in a hard, opaque potting materniai 10 deler access to the contents.

Level 3 provides for identity-based authentication, which is stronger than the role based-authentication
used in Level 2. A module must authenticate the identity of an operator and verify that the identified operator
15 authorized to assume a specific role and perform a comresponding set of services.

Level 3 provides stronger requirements for entering and outputting critical security parameters The
data ponts used for critical security parameters must be physically separated from other data ports. Further-
more, the parameters must either be entered into or output from the module in encrypted form (in which
case they may travel through enclosing or intervening systems) or be directly entered into or output from
the module (without passing through enclosing or intervening systems) using split knowiedge procedures.

Level 3 allows software cryptography in multi-user timeshared systems when a B1 or equivalent trusted
operating system is employed along with a trusted path tor the entry and output ot critical security parame-
ters. A Bt or better trusted operating system with a trusted path would have the capability to protect cryp-
tographic software and critical security parameters from other untrusted software that may run on the
system. Such a systemn could prevent plaintext from being mixed with ciphertext, and it could prevent the
Jnintentional transmission of plaintext keys.

r-d
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1.4 Securlty Level 4

Security Levsl 4 provides the highest level of security. Aithough most existing products do not meet
tils level of security. some products are coinmerclally avallable which meet maany of the Level 4 require-
mants. Level 4 physical secuiity provides an envelope of protection around the cryptographic module.
Whereas the tamper detection circults of lowsr ievel modules may be bypassed, the intent of Level 4 pro-
tection is to detect a penetration of the device from any direction. For example, if one attempts to cut
through the enclosure of the cryptographic module, the attempt should be detected and all critical security
parameters should be zeroized. Level 4 devices are particutarty usetful for operation in a physically unpro-
tected environment where an intruder could possibly tamper with the device.

Leve! 4 also protects a module against & compromise of its security due to environmental conditions
or fiuctuations outside of the module’'s normal operating ranges for voltage and temperature Intentional
excursions beyond the normal operating ranges could be used to thwart a module’s defense during an
attack. A module is required to sither include special environmental protection features designed to detect
fluctuations and zeroize critical security parameters, or to undergo rigorous environmental failure testing
that provides a reasonable assurance that the module will not be affected by fluctuations outside of the
normal operating range in a manner that can compromise the security of the module.

Level 4 allows software cryptography in multi-user timeshared systems when a B2 or equivalent trusted
operating system is employed. A B2 trusted operating system provides additional assurances of the correct
operation of the security features of the operating system

2. DEFINITIONS AND ACRONYMS

2.1 Definitions
The folowing definitons are used throughout this stanasrd:

Automated key distribution: the distribution of cryptographic keys, usually in encrypted form, using
electronic means. such as a computer network {e.g., down-ine key loading, the automated key distri-
bution protocois of ANSI X9.17).

Compromise: the unauthorized disclosure, modification, substitution or use of sensitive data (includ-
ing plaintext cryptographic keys and other critical security parameters).

Confidentiality: the property that sensitive information is not disclosed to unauthorized individuals,
entities or processes.

Control information: information that is entered into a cryptographic module for the purposes of
directing the operation of the module.

Critical sscurity parameters: security-related intormation {e.g., cryptographic keys, authentication
data such as passwords and PINs) appearing in plaintext or otherwise unprotected form and whose
disclostire or modification can compromise the security of a cryptographic module or the security of
the information protected by the module.

Cryptographic boundary: an explicilly defined contiguous perimeter that establishes the physical
bounds of a cryptographic module

Cryptographic key (key)  a parameter used in conjunction with a cryptographic algorithm that deter-
rnines.

the transformation of plaintext data into ciphertext data,
the transformation of ciphertext data into plaintext data,
a digital signature computed trorn data,
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« the verification of a digital signature computed from data, or
+ a data authentication code (DAC) computed from data.

Cryptographic key component (key comoponent): a parameter which is combined via a bit-wise
exciusive-OR operation with one or more other identically slzed key component(s) to form a plaintext

cryptographic key.

Cryptographic module: the set of hardware, software, firmware, or some combination thereof that
implements cryptographic logic or processes, including cryptographic algorithms, and is contained
within the cryptographic boundary of the module.

Cryptographic module security policy: a precise specification of the security rules under which a
cryptographic module must operate, including the security rules derived from the requirements of this
standard and the additiona! security rules imposed by the manutacturer.

Data authentication code (DAC): a cryptographic checksum, based on DES (see FIPS PUB 113); also
known as a Message Authentication Code (MAC) in ANSI standards.

Data key: a cryptographic key which is used to cryptographically process data {e.g., encrypt, decrypt,
sign, authenticate).

Data path: the physical or logical route over which data passes; a physical data path may be shared
by muttipie logical data paths.

Digital signature . a nonforgeable transformation of data that allows the proof of the source {with non-
repudiation) and the verification of the integrity of that data.

Electromagnelic compatibility (EMC). the ability of electromc systems to operate in their imended
environments without suttering an unacceptable degradation of the performance as a resuilt of uninten-
tional electromagnetic radiation or response.

Electromagnetic interference (EM{) - electromagnetic phenomena which either directly or indirectly
can contribute to a degradation in the performance of an electronic system.

Environmental failure protection (EFP): the use of features designed to protect against a compromise
ot the security of a cryptographic module due to environmental conditions or fluctuations outside of the
module’'s normal operating range.

Environmental failure testing (EFT): the use of testing to provide a reasonable assurance that a cryp-
tographic module will not be affected by environmental conditions or fluctuations outside of the mod-
ule's normal operating range in a manner that can compromise the security of the module.

Electronic key entry. the entry of cryptographic keys inio a cryptographic module in electronic form
using a key loading device. The user entering the key may have no knowledge of the value of the key
being entered.

Encrypted key (ciphertext key): a cryptographic key that has been encrypted with a key encrypting
key. & PIN or a password in order to disguise the value of the undenying plaintext key.

Error detection code (EDC): a code computed from data and comprised of redundant bits of informa-
tion designed to delect, but not correct, unintentional changes in the gata.

Finite state machine (FSM): a mathematical mode! of a sequential machine which is comprised of a
finite set of states, a finite set of inputs, a finite set of outputs, a mapping from the sets of inputs and
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statos Into the set of states (i.e., state transiions), and a mapping from the sets of inputs and states
oo the set of ottputs (ie,, an output function).

~ii’S approved security method: a secunty mainod (e.g., cryotographic aigorithm, cryplographic key
gensration algorithm or key distribution technique, authentication technique, or evaluation criteria) that
is sither a) specified In a FIPS, or b) adopted In a FIPS and specified either in an appendix to the FIPS
or in a document referenced by the FIPS

Firmware: the programs and data (i.e., software} permanently stored in hardware (e.g., in ROM,
PROM, or EPROM; such that the programs and data cannot be dynamically written or modified during
exacution. Programs and data stored in EEPROM are considered as software

Hardware: the physical equipment used to process programs and data in a cryptographic module.

initialization vector (IV). a vector used in defining the starting point of an encryption process within
a cryptographic algorithm (e.g., the DES Cipher Block Chaining (CBC) mode of operation).

niegrity . the property that sensitive data has not baen modified or deleted in an unauthorized and
undetected manne:.

interface: a logical section of a cryptographic module that defines a set of entry or exit points that
provide access to the module, including information flow or physical access.

Input data: information that is entered into a cryptographic module for the purposes of iransiommation
or compistation.

Xey encrypling key: a cryptographic key that s used for the encryption or decryption of other keys.

KXey loader. a selt-contained unit which is capabie of storing at ieast one plaintext or encrypted cryp-
tographic key or xey component which can be transterred, upon reguest, into a cryptographic module.

Xey management: the activities involving the handling of cryptographic keys and other related secu-
rity parameters {e.g., Vs, counters) during the entire life cycle of the keys, including their generation,
storage, distribution, entry and use, deletion or destruction, and archiving

Manual key distribution: the distribution of cryptographic keys, often in a plaintext torm reguiring
physical protection, but using a nonelectronic means, such as a bonded courier.

Manual key entry: the entry of cryptographic keys into a cryptographic module from a printed form,
using devices such as buftons, thumb wheels or a keyboard.

Microcode: the slementary computer instructions that correspond to an executabie program instruc-
fion.

Operator: an individua!l accessing a cryptographic module, either directly or indirectly via a process
operating on his or her behalt, regardiess of the specific role the individual assumes.

Qutput data: information that is to be output from a cryptographic module that has resulted from a
transformation or computation 1n the module

Password: a string of characters used to authenticate an igentity or to verify access authorization.
Parsonal Identification Number (PIN}. a 4 o 12 character alphanumenc code or password used to

authenticate an identity, commonily used i banking applications.
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Fhysical protection: the safeguarding of a cryptosraphic moduis or of cryptogiante keys or other
csil3l security parameters using physical means.

PIN. see Personal ldentificaion Number.
Plaintext key: an unencrypted cryptographic key which is used in its current form.

Port: afunctional unit of a cryptographic module through which data or signals can enter or exit the
module. Physically separate ports do naot share the same physical pin or wire.

Private key: a cryptographic key used with a public key cryptographic algorithm, uniquely associated
with an entity, and not made public.

Fublic key: a cryptographic key used with a public key cryptographic algorithm, uniquely associated
with an entity, and which may be made public.

Public key certificate: a set of data that unambiguously identifies an entity, contains the entity's public
key, and is digitally signed by a trusted party.

Public key (asymmetric) cryptographic algorithm: a cryptographic algorithm that uses two related
keys, a public key and a private key; the two keys have the property that, given the public key, it is
computationally infeasible to derive the private key.

Secret key: a cryptographic key used with a secret key cryptographic algorithm, uniquely associated
with one or more entities, and which shall not be made public. The use of the term "secret’ in this
context does not imply a classification level, rather the term implies the need to protect the key from
disclosure or substitution.

Secret key (symmetric) cryptographic algonthm: a cryptographic algorithm that uses a single, secret
key tor both encryption and decryption.

Security policy: see Cryptographic Module Security Policy.
Software: the programs, and possibly associated data that can be dynamically written an'd modified.

Split knowledge: a condition under which two or more entities separately have key components
which individually convey no knowledge of the plaintext key which will be produced when the key com-
ponents are combined in the cryptographic module.

Status information. information that is output from a cryptographic moduie for the purposes of indicat-
ing certain operational characteristics or states of the module.

Systern software: the special software {e.g., operating system. compilers or utility programs) de-
signed tor a specific computer system or family of computer systems o faciiitate the operation and
maintenance of the computer system, programs, and data.

Trusted path: a mechanism by which a person or process can communicate directly with a crypto-
graphic module and which can only be activated by the person, process or module, and cannot be
imitated by untrusted software within the module.

Zaroization: a method of erasing electronicaity stored data by altering the contents ot the data storage
so as to prevent the recovery of the data.

-
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2.2 Acronyms

The foilcwing acronyrns and abbreviations e used throughout this sandard

ANSI Lmencan National Standards istitute
ATM Automated Talier Machine

cBC Cipher Biock Chaining

DAC Data Authentication Code

DES Data Encryption Standard

00C Department of Commerce

DOD Department of Detense

EDC Error Detection Code

EFP Environmental Failure Protection
EFT Environmentai Failure Testing
EMC Electromagnetic Compatibility
EMI Etectromagnetic interference

EPROM Erasable Programmable Read-Only Memory

E?PROM  Electronically-Erasable Programmable Read-Only Memory
FCC Federal Communications Commission

FIPS Federal Information Processing Standard

FIPS PUB FIPS Publication

FSM Finite State Machine

iC Integrated Circuit

IEEE Institute of Electrical and Electronics Engineers

ISO International Organization for Standardization

ITSEC Information Technology Security Evaluation Criteria

v Initialization Vector

LCD Liquid Crystal Display

LED Light Emitting Diode

MAC Message Authenticalion Cods

NBS National Bureav of Standards

NIST National Institste of Standards and Technology (formerly thie Mationa! Bureau of
Standards)
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NS Nationa! Security Agenwy
PC Personal Computer
PIN Personal identtfication Number

PROM  Prograrmmabie Read-Only Memory

RAM Random Access Memory

ROM Read-Only Memory

TCB Trusted Computing Base

TCSEC Trusted Computer System Evaluation Criteria

3. FUNCTIONAL SECURITY OBJECTIVES

The security requirements specified in this standard relate to the secure design and implementation
of a cryptographic module. The requirements are derived from the following high-level functional security
objectives for a cryptographic module:

To protect a cryptographic module from unauthorized operations or use.

To prevent the unauthorized disclosure of the nonpublic contents of the cryptographic module,
including plaintext cryplographic keys and other critical security parameters.

To prevent the unauthorized and undetected modification of the cryptographic module, including
the unauthorized modification, substitution, insertion, and deletion of cryptographic keys and other
critical security parameters.

To employ FIPS approved security methods for the protection of unclassified information.
To provide indications of the operational state of the cryptographic modute.
To ensure the proper operation of the cryptographic module.

To detect errors in the operation of the cryptographic module and to prevent the compromise of
sensitive data and critical security parameters as a result of those errors.

-

4 SECURITY REQUIREMENTS

This section specifies the security requirements that shall be satisfied by cryptographic modules con-
forming to this standard. The security requirements cover areas related to the design and implementation
ot a cryptographic module. These areas include basic design and documentation, module intertaces,
authorized roles and services, physicat security, software security, operating system security, key manage-
ment, cryptographic algorithms, electromagnetic interterence/electromagnetic compatibility (EMI/EMC),
and self-testing. Table 1 summarizes the security requirements in each of these areas.

A cryptographic module shall be tested against the requirements of each area addressed in this sac-
ton. The module shall be incependently rated n each area Several areas provide tor ncreasing levelis of
security, with cumulative security requirements for each security level. in these areas, the moduie shall

receive

a rating that reflects the maximum security ievel for which the module tulfilis ali of the requirements

of that area. in areas that do not provide tor different levets ot securty, the moaule shall receive a rating that

reflects

tulfillment of all of the requirements for that area.

14

ey

m

»r >



FIPS PUB 140-1

In addition to receiving independent ratings for each of the security areas, a cryptographic module shall
also receive an overall rating. The overall rating shall indicate (1) the minimum of the independent ratings
received in the areas with levels, and (2) tilfliment of all the requirements in the other areas.

Many of the sacurity requirements of this standard inciude spacific documentation requirements
Thesa requirements are summarized in Appendix A. The FIPS 140-1 validation procedures may require
additional documentation. All documentation shall be provided to the validation tacility by the manutacturer
of a cryptographic module. Requirements for user documentation are beyond the scope of this standard,
however, copies of the user and instailation manuals for a cryptographic module shall also be provided to
the validation facility.

Table 1. Summary of Security Requirements
Security Leve/ 1 Security Leve! 2 Secunty Level 3 Security Leve! 4
Crypto Specificalion of cryptographic module and cryptographic boundary. Description of cryptographic moduls
Modute including all hardware, software. and firmware components. Staternent of module sacurity policy.
Module Required and optional imertaces. Specification of afl Data ports for critical security parameters
Intertaces intertaces and of all intemnal data paths. phvsically separsted from other data ports.
Roles & i.ogical separation of Role-based operator identity-based operator
Services required and optional authentication authentication.
1oles and services
Finnte State Specification of finite state machine modei. Required simtes and optional states. State transition diagram
Machine and specification of state transitions.
Physical Production grade Locks or tamper Tamper detection and Tamper detection
Security equipmen. svidence. respONSs 101 COVErsS and responss
anc doors. envelope.
EFPEFT No requirements. Temperature and
voltage.
Software Speciication of softiware design. Relate software High-level language Formal model. Pre-
Security 1o finite state machine model. implementation. and post- condhtions
Operating Executable code Controlled access Labelied protection »| Structured protection
System Authenticated. Single protection {C2 or (B1 or equiv.). Trusted (B2 or equiv.).
Securnty usar, single process aquiv ). communications path
Key FIPS approved generation/distribution techniques Entry/exit of keys in encrypted form or
Management direct entry/exit with split knowledge procedures.
Crypfic FIPS approved cryptographic algorithms for protecting unclassified information.
Algorithms
EMI/EMC FCC Part 15, Subpart J, Class A FCC Pan 15 Subpan J Class B
(Business use) Apphcable FCC requirements (Home use.)
tfor voice)
Satt Taste Power-un tests and conditonal tests !
—
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4.1 Cryptographic Modules

A cryptographic rnodule shall be a set of hardwars, software, firmware, or some combpination thareof,
that implernents cryptographic logic or processes. A cryptographic boundary shall be an explicitly defined
contiguous perimeter that establishes the physical bounds of the cryptographic module. If a cryptographic
module contains software or firmware, the cryptographic boundary shali be defined such that it contains the
processor which executes the code. Parts of a cryptographic module can be excluded from the require-
ments of this standard if it can be shown that these parts do not aftect the security of the module.

This standard allows three different physical configurations of a cryptographic module: single-chip
modules, multi-chip embedded modules, and multi-chip standalone modules (see Saction 4.5).

Documentation shall identify the hardware, software and firmware components of a cryptographic mod-
ule, specity the cryptographic boundary surrounding these components, and describe the physical config-
uration ot the module. The documentation shall include a block diagram depicting all of the major hardware
components of the module and their interconnections, including any microprocessors, input/output butfers,
plaintext/ciphertext butfers, control buffers, key storage, working memory, and program memory. The
documentation shall also indicate any hardware, software or firmware components of a module that are
excluded from the security requirements of this standard, and explain the rationale for the exclusion.

Documentation shall also compietely specity the cryptographic module security policy, i.e., the security
rules under which a moduie must operate. in particular, the security policy shall include the security nies
derived from the security requirements of this standard and the security rules derived from any additional
security requirements imposed by the manutacturer.

4.2 Module Interfaces

A cryptographic module shall be designed to restrict all information flow and physical access to a cryp-
tographic module to logical interfaces that define all entry and exit points to and from the module. The
module interfaces shall be logicalty distinct from each other, afthough they may physically share one port
{e.g.. nput data and output data may enter and exit via the same port), or may be physically distributed over
one or more ports (e.g., input data may enter via both a serial and a paralle! por).

A cryptographic.module shall have the following four logical interfaces (*'input” and “output” are indi-
cated from the perspective of the module):

Data Input Interface. All data (except data entered via the control input interface) that is to be input
to and processed by a module, (including plaintext data, ciphernext data, cryptographic keys and other
key management data, authentication data, and status information from another module), shall enter
via the “data input” interface.

Data Output interface. All data (except data output via the status output interface) that is to be output
from a modute, (including plaintext data, ciphertext data, cryptographic keys and other key manage-
ment data, authentication data, and control information for another module), shall exit via the “data
output” interface. All data output via the data output interface shall be inhibited whenever an error state
exists and during seli-tests.

Control input Interface. All input commands, signals, and data (including manuai controls such as
switches, buttons, and keyboards) used 1o control the operation of a module shall enter via the “control
input” intertace.

Status Output interface . Alt output signais indicators, and osta (ncluding status codes and physiea
indicators such as lights, LEDs, buzzers, bells, and displays) used tc indicate or display the status of
e modute shali exit via the ‘‘status output” intertace.

For Security Levels 1 and 2, the oata nput and output port or ports used for cryptographic keys,
authentication data, and other critical security parameters may be shared with other ports of the module
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For Security Levels 3 and 4, the data input and output port or ports used for plaintext cryptographic
key camponents, plaintext authentication data, and cther unprotected critical security parameters shall be
physically separated fro.n all other ports of the module. Furthermore, these ports shall allow tor direct entry
of plaintext cryptographic key components, plaintext authentication data, and other unprotecied criucal
sacurity parameters, as raquired in Section 4.8.3.

A cryptographic moduie optionally may include the following interfaces:

Power interface. All external slecirical power shall enter or exit via the *“power Intertace.” The power
intertace is not required when all power Is provided or maintained Internally to the cryptographic
module.

Maintenance Access Interface. Any data, control and status information used to maintain, service or
repair a module shall enter and exit via the "'maintenance access interface.” All physical access paths,
including removable covers or doors, used to gain physical access to the contents of a moduie, shall
be defined as part of the "“maintenance access’ intertacs.

Any removable covers or doors defined as part of the maintenance access interface shall be safe-
guarded using the appropriate physical security mechanisms, as specified in Section 4.5. All access
to the maintenance access interface, including physical modifications to the contents of the module,
shall be restricted to the authorized maintenance role as specified in Section 4.3.1. All plaintext secret
and private keys, and other critica! security parameters contained in the moduie shall be zeroized when
accessing the maintenance interface.

Documentation shall include a complete specification of the interfaces of a cryptographic module,
including any physical or logical ports, physical covers or doors, manua!l or logical controls, physical or
logical status indicators, and their physical, iogical, or electncal characteristics. If a cryptographic module
includes a maintenarnice access interface, then documentation shall include a complete specification of the
set of authorized maintenance proceduraes for the module.

All physical and logical input and output data paths within the module shall be explicitly defined All
input data entering the module via the “data input” interface shall only pass through the input data path.
All output data exiting the module via the “data output” interface shall pass through the output data path.
In order 10 prevent the inadvertent output of sensitive information, two independent internal actions shall
be reqguired in order to output data via any output intertace through which plaintext cryptographic keys or
other criticat security parameters or sensitive data could be output. The output data path shall be logically
disconnected from the circuitry and processes performing key generation, manual key entry or key zeroiza-
tion. Documentation shall include a complete specification of the defined input and output data paths

4.3 Roles and Services

A cryptographic module shall be designed to support authorized roles and the corresponding services
that can be pertormed within those roles. it a module can support multiple concurrent operators, then the
module shall internally maintain the separation of the roles and services performed by each operator.
Furthermore, depending on the security level, a cryptographic module may be required to employ access
conirol mechanisms to authenticate an operator accessing the module (either directly or indirectly via a
computer process acting on his or her behalf} and to verity that the operator is authorized to pertorm the
desired roles and to perform the desired services within that role.

4.3.1 Roles
A cryptographic rmodule shall support the following authorized roles:

User Role: The role assumed by an authorized user obtaining security services, performing crypto-
graphic operations, or otner authorized functions.
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Crypto Officer Role: The roie assurned by an authorized crypto officer performing a set of crypto-
graphic initialization or management functions (e.g., cryptographic key and parameter entry, crypto-
graphic ksy cataloging, audit functions, alarm resetting).

If a cryptographic module includes a maintenance access interface as specified in Section 4.2, then
the module shall also support the maintenance role.

Maintenance Role: The role assumed by an authorized maintenance person accessing the mainte-
nance access interface and/or performing specific maintenance tests and obtaining interim results in
order to maintain, service or repair the module. A cryptographic module shall clear all plaintext secret
and private keys and other critical security parameters when entering the maintenance role. A crypto-
graphic module shall clear all maintenance keys and other critical security parameters when exiting the
maintenance role.

A module may support other roles or sub-roles in addition to the rc!ss specified above. Documentation
shalt provide a complete specification of all of the authorized roles supported by the module.

4.3.2 Services

Services shall refer 1o all of the services, operations or functions that car be performed by a crypto-
graphic module. Service inputs shall consist of all data or control inputs to the module that initiate or obtain
specific services, operations, or functions. Service outputs shall consist of all data and status outputs that
result from services, operations or functions initiated or obtained by service inputs. Each service shall result
in a service output.

A cryptographic module shall, at a minimum, provide the following services:
Show status. Output the current status of the module.

Self-tests. Initiate and run the self-tests as specified in Section 4.11.

A cryprographic module may optionally provide the following service:

Bypess. Activate or deactivate a bypass capabiity whereby services are provided without crypto-
graphic processing (e.g., transferring plaintext through the module). If a cryptographic module impile-
ments a bypass capability, then (1) in order to prevent the inadvertent bypass of data due to a single
tailure, two independent internal actions shali be impiemented to activate the bypass capability, and
(2) the current status of the module (e.g., the response to a "Show Status”™ service request) shall
indicate whether or not the bypass capabiiity is activated.

Documentation shall provide a complete specification of each of the authorized services, operations,
and functions that can be periormed by the module. For each service, the service inputs. corresponding
service outputs, and the authorized role {or set of roies) in which the service can be performed, shait be
specified. Specific services may be performed in more than one rote {e.g., key entry may be performed in
the user role, the crypto officer role, and the maintenance role).

4.3.3 Operator Authentication

For Security Levels 2, 3 and 4, a cryptographic module shall perform either role-based authentication
or identity-based authentication of the operator accessing the module (either directly or indirectly via a com-
puter process acting on his or her behalf) in order to verify that the operator is authorized to perform desired
roles and services.

Role-Based Authentication: A cryptographic module shall authenticate that the operator is authorized
10 assume a specific role (or set of roles). The module shall require that the operator either implicitly or
explicitly select one or more rotes, and the module shali authenticate that the operator 1s authorized to
assume the selected roles and to request the corresponding services The module 1s not required to
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authenticate the individual identity of each operator. The sslection of rolas and the authentication of the
authorization to perform those roles may be combined (e.g., &8 physical key may both indicate one or more
roles and verify the authorlzation 'o pertorm those roles). A module may permit an operator 10 change roles,
but the moduie shall authenticats the authorization of the operator o assums any role that was not previ-
nusly authenticated

Identity-Based Authentication: A cryplographic module shall authenticate the identity of an operator
and verify that the identified operator is authorized to assume a specific role (or set of roles). The module
shall require that the operator be individually identified and that the specified identity be authenticated. The
module shall require that the operator either implicitly or explicitly select one or more roles, and, based on
the authenticated identity, verity that the operator is authorized to assume the selected roles and to request
the corresponding services. The authentication of the identity of the operator, selection of roles, and veri-
fication of the authorization to assume those roles may be combined (e.g., an \C card may both identity,
authenticate and authorize the operator to assume specific roles). A module may permit an operator to
change roles without re-authenticating the identity of the operator, but the module shall verity the authoriza-
tion of the authenticated operator to assume the new roie.

A cryptographic module may permit an operator to perform all of the services allowed within an autho-
nzad role, or may require separate authorizations for each service or for different sets of services. When a
module is powered up after being powered oft (e.q., power failure) or after repair or servicing, the results
of previous authentications shall not be retained, i.¢., the module shall re-authenticate the authorization of
the operator 1o assume a desired role.

A module may implement any of a vanety of authentication mechanisms, including, but not limited to,
knowledge or possession of a password, PIN, cryptographic key or equivalent, possession of a physical
key, token, or equivalent, or verification of personal characteristics (i.e., biometncs).

Services that are used to initialize the access control information needed to implement the access con-
irol mechanisms required herein, may require special freatment. For exampie, the first time that a crypto
officer attempts to actess a module, the module may not contain the authentication and authorization infor-
rnation required to authenticate the identity of the crypto officer and to verify his or her authonzation to
assume the crypto officer role. in these cases, other means (such as procedural controls, or tactory-set or
detault authentication and authorization information) may be used to conrol access 10 the module.

SECURITY LEVEL 1

For Security Level 1, a cryptographic module is not required to employ authentication mechanisms to
control access to the modute. A module optionally may employ either role-based or identity-based authen-
tication mechanisms in order to verify the authorization ot the operator to assume the desired roles and to
request corresponding services.

SECURITY LEVEL 2

For Security Level 2, a cryptographic module shall employ either role-based authentication mecha-
nisms or identity-based mechanisms in order to verity the authorization of the operator to assume the de-
sired roles and 1o request corresponding services.

SECURITY LEVELS 3 AND 4

For Security Levels 3 and 4, a cryptographic module shall employ identity-based authentication mech-
amsms in order to verity the authorizaton of the operator 1o assume the desired roles and 1o reqguest cor-
responding services. Furthermore, plaintext authentication data (e.g.. passwords and PINs), plaintext
cryptographic key components, and other unprotected critical security parameters shall be entered via a
por or ports that are physically separated from other ports, and that aliow for direct entry (as required in
Section 4.2).
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4.4 Finite State Machine Madal

Al eryptographic modules shall be designed using a finite state machine model that explicitly specifies
gvary nperational and error state of the modula.

A cryptographic module shall be designed using the following types of states:

Powsr on/off states . States tor primary, secondary or backup power. These states may distinguish
between power applied to different portions of a module.

Crypto officer states. States in which the crypto officer functions are performed (e.g., cryptographic
initialization and key management functions).

Key entry states . States tor entering cryptographic keys and other critical security parameters into the
module, and for checking their validity.

User service states . States in which authorized users obtain security services, perform cryptographic
operations, or perform other authorized user functions.

Seff-test states . States tor performing self-tests on the module (see Section 4.11).

Error states . States when the module has encountered an error (e.g., failed a sel-test, attempting to
encrypt while missing operational keys or other critical security parameters, or cryptographic errors).
Error states may include “hard” errors which indicate an equipment malfunction and which may
require mainienance, service or repeir of the modute, or error states may include recoverable *‘soft”
errors which may require initialization or resetting of the module.

All data output via the data output interface shall be inhibited during all error states. All error states shall
be able to be reset to an acceptable operational or inltialization state except for those hard errors which
require maintenance, service or repair of the module.

A cryptographic module may contain other types of states including the following:
Un-initialized states. States in which no operational security parameters are loaded into the module.

idle states . States in which the module is potentialty operational, but is not currently providing secu-
rity services or performing cryptographic functions. Cryptographic keys and security parameters are
loaded, and the module is waiting for data or control inputs.

Safety states. States in which the module is not currently operational, but cryptographic keys and
pararneters are joaded. These states are used to protect the module from unauthorized use during the
temporary absence of the operator The safety states shall require an expicit authenticated action o
return to a user/crypto service state. These states are equivalent to the "‘standby” mode of former
Federal Standard 1027.

8Bypass states. States for providing services without cryptographic processing (e.qg., transterring
plaintext through the module).

Maintenance states. States for maintaining and servicing a module, including maintenance testing.
If a cryptographic module includes a maintenance access interface (see Section 4.2 ), then the module
shall inctude maintenance states.

All states of a cryptographic mogdule shall be explicitly defined in sufficient detall to assure the verifica-
tion of the conformance of the module to this standard Documentation shall identity and describe all states
of the module and shall describe all of the corresponding state transitions The descriptions of the state
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transitianris shall include tha internal module conditions, data inputs and control inputs that cause transitions
from o2 state to another, and shall includs the internal module conditions, data outputs and status outputs
resuiting from transitions froin one staie 10 another. Docurnentation shalt also include finite state diagrams
in sufficien! Jdetail to asswre the verificaticn of conformance 1o this standard.

4.5 Physlical Security

A cryptographic module shall be designed to employ physical security mechanisms in order to restrict
unauthorized physical access to the contents of the module and to deter unauthorized use or unauthorized
modification of the module (including substitution of the entire module) when instalied. The entire contents
of a cryptographic module, including all hardware, firmware, software and data (including plaintext crypto-
graphic keys and unprotected critical security parameters) shall be protected.

The physical security mechanisms employed by a cryptographic module depend largely on the
physical embodiment of the module. The physical security requirements are separated into three distinct
physical embodiments:  single-chip modules, multipie-chip embedded modules, and multiple-chip stand-
alone modules Table 2 summarizes the physical security requirements for the three difterent physical em-
bodiments of a moduie tor each of the four security levels.

Depending on the security level of a cryptographic module, the physical security mechanisms may be
designed such that unauthorized attempts at access, use or modification will either have a high probability
of being detected subsequent to the attempt by leaving visibie signs (i.e., tamper evident), or have a high
probability of being detected during the attempt (i.e., tamper detection) so that appropriate actions can be
taken by the module to protect itself (i e.. tamper response). Generally speaking, Security Level 1 simply
requires minimal physical protection through the use of production-grade enclosures, Security Level 2
requires the addition of tamper evident counter measures, Security Level 3 requires the use of strong

Table 2 Summary of Physical Security Requirements

Single Chip
Modules

MuR-Chip
Embedded Modules

Muie-Ciwo
Standsione Modules

Production-grage chip (with

Production-grade chip and

Production-grade-chips, production-

Security standard passivation) production-grade mutti-chip grade Muli-Chwp  eMDOGHMSN, and
Level 1 ambodiment. production-grade enclosure.
Level 1 requirements Level 1| requrements Level 1 requrements.
Security Opaque tamper evident Opaque tamper eviden! Opaque anclosure with mechanical
Level 2 coating. coating. locks or tamper svident
seals for covers and doors.
Levels | and 2 requirements Levels 1 and 2 requirements Levels 1 and 2 requirements

Securfty Hard opaque tamper evident Hard opaque potting material. Hard opagque potting maierial,

Level 3 coating. Strong non-removable enciosurs, of strong enclosure with tarmnper
or strong removable cover with response ana zeroization circuitry for
removal detection and zerozalion covers and doors. Protected vents.
circuitry  Protected vents.

Levels 1, 2 and 3 requirements Levels 1, 2, and 3 requirements Levels 1 2 and 3 requirernents

Secury Hard opaque removal rasistant Tamper detection enveiope Tamper detection/responss

Levei ¢4 coatng. with tamper response and snvetope wih raroization circutry

EFP/EFT tor temperature
and vottage

zeroization circuitry. EFP/EFT
for temperature and vollage.

EFP/EFT tor temperature and
voltage
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enciosures with tamper detection and response counter msasures for covers ancd doors, and Security
L.evel 4 raquires the use of strong enclosures with tampsr datection and response counter measures 1or
the entire enclosure.

Documentation shall inciude a complete specification of the physical smbodiment and security level
for which the physical security mechanisms of a cryptographic module are designed, as well as a com-
plete description of the applicable physical security mechanisms that are empioyed by the module.

4.5.1 Single-Chip Cryptographic Modutes

Single-chip cryptographic modules are implementations in which a single integrated circuit (IC) chip
may be used as a standalone device or may be physically embedded within some other module or
enclosure which may not be physically protected. Single-chip modules include single IC chips, smart
cards with a single 1C chip, and other systems that incorporate a single IC chip to implement cryptographic
functions. Because of its small size and its fabrication, a single chip has some inherent tamper resistance.
A few additional requirements provide reasonable physical security.

SECURITY LEVEL 1

The foliowing requirement shall apply to a single-chip cryptographic module for Securnity Level 1.

+ The chip shall be of production-grade quality, which shall include standard passivation techniques
{i.e., a sealing coat applied over the chip circuitry to protect it against environmental or other
physical damage).

SECURITY LEVEL 2

In addition to the Security Level 1 requirement, the tollowing requirement shall apply to a single-chip
cryptograptwc modute tor Security Levet 2.

The chip shall be covered with an opaque tamper evident coating (e.g., an opague tamper evident
passivation material, or an opaque tamper gvident material covering the passivation) to deter direct
observation, probing or manipulation of the swiace features of the chip. The material shall be
opaque within the visible spectrum.

SECURITY LEVEL 3

in addition to the requirements for Security Levels 1 and 2, the following requirement shall atso apply
to a single-chip cryptographic module for Security Level 3. .

+ A hard, opague tamper evident coating shall be used (e.g., a hard opaque epoxy covenng tha
passivation)

SECURITY LEVEL 4

in addiion 1o the requirements for Security Levels 1, 2, and 3, the following requirements shall also
apply to a single-chip cryptographic module for Security Level 4.

A hard, opaque removal-resistant coating shali be used. The hardness and adhesion characteris-
tics of the material shall be such that attempting to peel or pry the material from the module will
have a high probability of resulting in serious damage tc the module (i.e  the module does not
tunction). The solvency characteristics of the material shall be such that dissolving the material 10
remove it will have a high probability of dissolving or seriously damaging the module

The module shall either include environmental faiture protection (FFP) features or undergo environ
mental tailure testing (EFT) as specified in Section 4.5 4.

2
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4.5 2 Multiple-Chip Embedded Cryptographic Modules

Muitiple-chip embedded cryptegraphic meduies ars implementations in which to or more 10 ¢iips are
interconnected and are physically smbedded within some other :nodule or encicsure which may not be
physically protected. Muitiple-chip embedded cryptographic modules include adaptors and expansion
boards, and other modules thal are not single chips and are not contained within physically protected
stand-alone modules. Typical size and space constraints restrict the physical security mechanisms that can
be efiectively empioved

SECURITY LEVEL 1

The following requirements shall apply to a muttipie-chip embedded cryptographic module for Security
tevel 1.

+ The chips shal! be of production-grade quality, which shall include standard passivation technigues
(i-e., a sealing coat appiied over the chip circuitry to protect it against environmental or othar phys-
ical damage).

» The module shall be impiemented as a production-grade multiple-chip embodiment (i.e , an IC
printed circuit board, a ceramic substrate, etc.)

SECURITY LEVEL 2

in addition o the reguirements for Security Level 1. the following requirement shall apply to a multiple-
chiz embedded cryptographic mogiule for Security Level 2.

- The moduie shall be encapsulated within an opaque tamper evident material {e.g., conformal coat-
ing. bleeding paint) in order to prevent direct observation o module components, and to provide
evidence of attempts to tamper with or remove module components. The roaterial shall be opagque
within the visible spectrum

SECURITY LEVEL 3

In addition to the requirements tor Security Levels 1 and 2, the tollowing requirements shall apply to
a multple-chip embedded cryptographic module for Security Level 3.

A hard opaque potting matena!l (e.g., a hard opaque epoxy)
—Or-

The module shall be contained within a strong non-removable enclosure. The enclosure shall be
designed such that attempts o remove of penetrate it will have a high probability of causing serous
damage to the module (1 e . the modute does not function).

—Or—

The module shall be enclosed within a strong removable cover and shall inciuce tamper response
and zeroization circuitry The circuitry shall continuously monitor the cover, and upon the removal
of the cover, shall immediately zeroize all plantext cryptographic keys and other unprotected critical
security parameters The circuitry shall be operational whenever plaintext cryplographd xeys or
other unprotected critical security parameters are contained within the module
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+ It the rmodule is contained within a cover or enciosure ang if tha cover or enclosure contains any
vantilation holes or slits, then they shall ba small and construciod in a manner that prevents unde-
tacted physical probing inside the enclosure (e.3., require at east one 90 degree bend or block
with a substantial biocking material)

SECURITY LEVEL 4

in addition to the requirements for Security Levels 1, 2 and 3. the following reguirements shall also
apply to a multiple-chip embedded cryptographic module for Security Levei 4.

+ The contents of the module shall be completely contained within a tamper detection envelope
(e.g., 2 fiexible mylar printed circuit with a serpentine geometric patiern of conductors or a wire-
wound package or a non-fiexible, brittle circuit) which will detect tampering by means such as
drilling, milling, grinding or dissolving of the potting material or cover.

+  The module shall contain tamper response and zeroization circuitry. The circuitry shall continuously
monitor the tamper detection envelope tor tampering, and upon the detection of tampering, shali
imrnediately zeroize all plaintext cryotographic keys and other unprotected criticat security parame-
ters {see Section 4.8 5). The circuitry shall be operational whenever plaintext cryptographic keys or
other unprotected critical secunty parameters are contained within the cryptographic module.

» The module shall either include environmental tailure protection (EFP) teatures or undergo environ-
mental tfailure testing (EFT) as specified in Section 4.5.4.

4.5.3 Muttiple-Chip Standalone Cryptographic Modules

Multiple-chip standalone cryptographic modules are implementations in which the entire enciosure is
physically protected. The modules may contain two or more IC chips thal are interconnected (e.g., an IC
printed circuit board or ceramic substrate). Typical size and space constraints may no longer restrict the
physical security mechanisms that can be effectively employed.

SECURITY LEVEL 1

The following requirements shall apply to a standalone cryptographic module for Security Level 1.

- The chips shall be of production-grade quality, which shall include standard passivation techniques
(i.,e., & sealing coat applied over the chip circuitry to protect it against environmental or other
physical damage}.

+ The circuitry within the module shall be implemented as a production-grade multiple-chip embodi-
ment {i.e., an IC printed circuit board a ceramic substrate, aic.).

> The module shall be entirely contained within a metal or harg plastic production-grade enclosure,
which may include doors or removable covers.

SECURITY LEVEL 2

In addition to the requirements for Security Leve! 1, the following requirements shall also apply to a
standalone cryptographic module tor Security Level 2.

- The enclosure shall be opaque within the visible spectrum.
If the enclosure mncludes any doors or removable covers, then either they shall be locked with
pick-resistant mechanical locks that employ physical or logical keys, or they shall be prolecled via

tamper evident seals (e.g., evidence tape, holographic seals)
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FOURITY LEVEL 3

in additicn to the requirements for Security L.avels 1 and 2, the tollowing raquirernents shali aiso apply
1 a standalone cryptographic module for Secuiity Level 3.

- The ruiti-chip embodiment of the circuiiry within the module shall be encapsulated within a hard
opaque potting material (e.g., a hard opaque epoxy). The material shall be opague within the visible
spectrum.

~or-

»  The rnodule shall be contained within a strong enclosure. The enclosure shall be designed such that
attempts 1o remove it will have a high probability of causing serious damage to the circuitry within
the module (i.e., the module does not function). if the enclosure contains any removabte covers or
doors, then the module shall contain tamper response and zeroization circuitry. The circuitry shall
continuously monitor the covers and doors, and upon the removal of a cover or the opening of a
door, shall immediately zeroize all plaintext cryptographic keys and other unprotected critical secu-
rity paramaters The circuitry shall be operational whenever plaintext cryptographic keys or other
unprotacted critical security parameters are contained within the cryptographic module.

-+ If the enciosure contains any ventilation holes or slits, then they shall be small and constructed in
a manner that prevents undetected physical probing inside the enclosure {e.g., require at least one
90 degree bend or block with a substantial blocking material).

SECURITY LEVEL 4

In addition to the requirements tor Security Leveis 1, 2 and 3, the following requirements shall also
apoly to a standatone cryptographic moduie for Security Level 4.

+ The enclosure shall contain tamper detection mechanisms that provide a tamper detection envel-
ope, such as cover swilches (e.g., microswitches, magnetic Hall eftect switches, permanent mag-
netic actuators, etc ), motion detectors (e.g., ultrasonic, infrared, or microwave}, or other tamper
getecticn mechanisms as described above for multiple-chip embedded modules. These megha-
nisms shalt be designed to detect tampering by means such as cutting, drilling, milling, grinding or
dissolving of the potting material or cover.

» The moduie shall contain tamper response and zeroization circuitry. The circuitry shall continuously
monitor the tamper detection mechanisms for tampering, and upon the detection of tampering, shall
immediately zeroize all plaintext cryptographic keys and other unprotected critical security parame-
ters. The circuitry shall be operational whenever plaintext cryptographic keys or other unprotected
critical security parameters are contained within the cryptographic module.

+  The module shall either include environmental failure protection (EFP) features or undergo environ-
mental tailure testing (EFT) as specified in Section 4.5 4.

4 5.4 Environmental Fallure Protection/Testing

Electronic devices and circuitry are designed to operate within a particular range of environmentat con-
ditions. i the devices or circuitry are operated outside of this range, their corrert operation is not guaran-
teed Deliberate or accidental excursions outsige the specified normal operating range can cause erratc
operation or fallure of the electronic dewvices or circuitry within a cryptographic module that can compromise
the security of the module. In order 1o provide reasonable assurance that the securnty of a cryplographic
module cannot be compromised by environmental conditions, the moduie may either employ environmen-
jal failure protection (EFP) features or undergo environmental failure testing {EFT)
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For Security Levets 1, 2, and 3, a cryptegraphic module is nol required 1o empioy environmental
failurs protection (EFP) features nor undergo environmental failure testing (EFT). At Security Level 4, a
cryptographic mogaule shall either employ environmental tailure protection (EFP) teatures or undergo anvi-
ronmental failure testing (EFT).

4.5.4.1 Environmental Failure Protection Features (Alternative 1)

Environmental failure protection (EFP) features shall be designed to protect a cryptographic module
against unusual environmental conditions or fluctuations (accidental or induced) outside of the module’s
normal operating range that can compromise the security of the module. in particular, the module shall
monitor and correctly respond to Huctuations in the operating temperature and voftage outside of a mod-
ule's specified normal operating ranges.

The protection teatures shall involve additiona! electronic circuitry or devices that shall continuously
measure these environmentai conditions. Hf a condition is determined to be outside of the module’'s normal
operating range, the protection circuitry shail either {1) shutdown the module to prevent it from operating
outside the normai range, or (2) immediately zeroize all plaintext cryptographic keys and other unpro-
iected critical security parameters. Documentation shall provide a complete spacification and description
ot the environmenta! failure protection features employed within a module

4.5.4.2 Environmental Failure Testing Procedures (Allernative 2)

Environmental failure testing shall invoive a combination of analysis, simulation, and testing of a
cryptographic module in order 1o give a reasonable guarantee that environmental conditions or fluctua-
tions (accidemal or induced) outside the module’s normal operating range wilt not result in the compro-
mise of the security of the module. The manutacturer ot a moduie shall perform the required testing and
shall provide documentation that compietely specifies the nature of the environmental failure tests per-
tormed and the results of those tests.

In particular, environmental failure testing shall show that varying the operating temperature and
voltage outside ot a cryptographic module’s specified normal operating ranges does not cause eiectronic
devices or circuitry within the module to fail in a manner that can compromise the security of the module.
The temperature range to be tested shall be from — 100 to + 200 degrees Celsius. The voltage range to be
tested shall be from the smallest negative voitage (with respect to ground) which causes the destruction of
the electronic devices or circultry, to the smallest positive voltage (with respect to ground) which causes
the destruction of the electronic devices or circuitry, including reversing the polarity of the voltages. The
module shail be subjecied to excursions outside its specified normal operating range while being operated
in a normal manner. The electronic devices or circuitry may fail at any point outside the normal operating
ranges, but at no time shall the security of the module be compromised. If at any time during the test, the
security of the module is compromised due to the tailure of electronic circuitry or devicas, then the design
of the electronic circuitry or devices shall be corrected and the module shall be retested.

4.6 Software Security

The tollowing software security requirements shall apply to all software and firmware contained within
a cryptographic modute. These requirements do not apply to microcode or system software whose source
code is not available to the module manutacturer. These requirements do not apply to any software or
firmware that can be shown not o affect the security of the module. Documentation shall identity any
software or firmware that is excluded from the software security requirements and explain the rationale for
the exclusion.

SECURITY LEVELS 1 AND 2
The tollowing reguirements shall apply tor Security Levels 1 and 2

Documentation shali include a detailed descriphion of the design of the software within the module
{e g . the finite state machine specification required in Section 4 4}
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»  Documentation shall include a dstaiied explanation of the correspondence betwsen the design of
the software and the cryptographic module securtiy policy (i.e., ine rules of operation as docu-
mented per the raguirements of Saction 4.1 ) (Sexurity Levels 1, 2, and 3 only).

.- Documentation shall include a conplete source code listing for all software contained within the
module. For each soitware module, software function and softwars procedure, the source code list-
ing shall be annotated with comments that clearly depict the relaticnship of these sottware entities
to the design of the sottware.

SECURITY LEVEL 3

in addition to the applicable requirements for Security Levels 1 and 2, the following requirement shall
apply for Security Level 3.

. All software within a cryptographic module shall be implemented using a high-level language, ex-
cept that the limited use of low-level languages (e.g., assembly languages) is allowed when it is
essential to the performance of the module or when a high-level language is not available.

SECURITY LEVEL 4

in addition to the applicable requirements for Security Levels 1, 2 and 3, the following requirements
shall apply for Securnty Level 4.

-  Documentation shall include a specification of a formal modei (i.e., a precise mathematical state-
ment) of the cryptographic module security palicy (ie., the security rules under which the module
must operate) as documented per the requirements of Section 4.1. The formal modei shall be specr-
fied using a formal specification language that is a ngorous notation based on estabirshed mathe-
matics, such as first order logic or set theory. Exampies include, but are not limited to INAJO,
GYPSY, VDM, Z, LOTOS, EHDM and ESTELLE.

»  Documentation shall inclugde a detalled explanation (informal proof) of the correspondence between
the tormal mode! and the cryptographic module security policy.

»  For each software modiule, software function and software procedure, the source code ksting shall
be annotated with commaents that clearly specify (1) the pre-conditions required upon entry into the
module, function or procedure in orger for it to execute cormrectly, and (2) the post-conditions ex-
pected to be true when execution of the module, function or procedure is compleie. These condi-
tions may be specified using any notation that is sufficiently detailed to completely and
unambiguously explain the behavior of a module, function or procedure. While a mechanically
checked proof is not required, it shall be possible to prove trom the pre- and post-conditions that
a module, tunction or procedure is consistent with the formal model.

»  Documentation shall include a detailed explanation {informal proof) »t the correspondence between
the software design (as reflected by the pre- and post-condition annotations) and the formal model.

RECOMMENDED SOFTWARE DEVELOPMENT PRACTICES

- Itis highly recommended that all software within a cryptographic moduie be implemented using the
set of recommended software development practices listed in Appendix B. These practices will fa
cilitate the analysis of the software for conformance to the requirements of this standard, and wi!
reduce the chances of programming errors.

4.7 Operating System Security

The operating system requrements In this section shail apply to a cryptographic module onty il ine
module provides a means whereby an operator can ioad and execute software or hrmware that was 1ot
included as part of the vahdation of the module

r3
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An example of a cryptographic moduile tor which the operating system requirements apply i3 a crypto-
grapnic module which is a general purpose computer running cryptographic software as well as untrusted
user-supplied software (e.g., a spraadsheet or worC processing program). in this case, the hardware,
operating syslem and cryptographic software are considered part of the cryptograpnic moduie, ana hence,
the operating system requirements apply.

SECURITY LEVEL 1

For Security Level 1, the following requirements apply. Note that as a conseguence of these require-

ments, multi-user, multi-processing operating systems are explicitty excluded from Security Level 1, and
hence, must satisty the requirements for Security Levels 2, 3 or 4.

All cryptographic software shall be installed only as executable code in order 1o discourage scrutiny
and modification by users.

A cryptographic mechanism using a FIPS approved authentication technigue (e.g., the computa-
tion and verification of a data authentication code or NIST digital signature algorithm) shall be ap-
phea 1o the cryptographic software within the cryptographic module. This cryptographic
mechanisim requirement may be incorporated as oart of the Software/Firmware Test {Section
4.11.1) if a FIPS approved authentication technique is employed for that test.

Use of the cryptographic module shall be limited to a single user at a time (Security Level 1 only).

Use of the cryptographic module shall be dedicated to the cryptographic process during the time
the cryptographic process is in use {Security Level 1 oniy).

SECURITY LEVEL 2

in addition to the applicable requirements for Security Level 1, the following requirements shall also
apoly for Security Level 2.

All cryptographic software, cryptographic keys and other critical security parameters, and control
and status information shall be under the control of an operating system that provides controlled
access protection (i.e., C2 protection in accordance with the Trusted Computer System Evaluation
Criteria (TCSEC), or FIPS approved equivalent). Only operating systems that have been evaluated
by a NIST accredited evaluation authority and against a FIPS approved criteria shall be used. (Se-
curity Level 2 only).

The discretionary access control mechanisms provided by a C2 or equivalent operating system
shall be employed to protect all plaintext data, cryptographic sottware, cryptographic keys, authen-
tication data, and other crtical security parameters from unauthorized access, per the following
requirements.

1. The operating system shall provide the capability to specity a set ot operators who can execute
cryptographic program images contained on the cryptographic module’s secondary storage

2. The operating system shall provide the capability to specify a separate set of operators for each
of the following cryptographic moduie software components, such that only elements within
that component's set can modify (i.e., write, replace delete) entities within that component:

cryptographic program images on secondary storage
- cryptographic data (e g., cryptographic keys, audit data) stored on secondary storage
- cryptographic data (e.g.. cryptographic keys, audit data) stored in computer memory
- other cnitical security parameters stored on secondary storage
- other cniical security paramaters contained in computer memory
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The operating system shail provide the capability to prevent all operators and executing pro-
resses from modifying executing cryptographic processes (i e., loaded and exscuting crypto-
graphic program images). Exacuting procasses, in this case, means all nonoperating system
¢ e., all operator Inftiated) processes, cryptographic or not.

3 The operating system shall srovide the capability to specity a separate set of operators and
cryptographic processes for sach of the following cryptographic module software components,
such that only elements within a given component’s set car read entities within that compo-
nent:

- cryptographic data (e.g., cryptographic keys, audit data) stored on secondary storage
- cryptographic data (e.g.. cryptographic keys, audit data) stored in computer memory
- other critical security parameters stored on secondary storage

- other critical security parameters contained in computer memory

~ plaintext data stored either within the module's memory or on secondery storage

The operating system shall provide the capability to prevent all operators and processes from
reading the following cryptographic module software components:

- cryptographic program images contained on secondary storage
- executing cryptographic program images

4 The operating system shall provide the capability to specify a set of operators who are autho-
rized to enter cryptographic keys and other critical security parameters.

SECURITY LEVEL 3

in addition to the applicable requirements for Security Levels 1 and 2, the following requirements shall

aiso apply tor Secunty Level 3.

. Alt cryptographic software, cryptographic keys and other critical security parameters, controt and
status information shall be labelied and under the control of an operating system that provides /a-
beiled protection {i.e., B1 protection in accordance with the Trusted Computer System Evaluation
Criteria (TCSEC), or FIPS approved equivalent). Only operating systems that have been evaluated
by a NIST accredited evaluation authority and against a FIPS approved criteria shall be used.

» Al cryptographic keys, authentication data, other criticat security parameters, contro! inputs and
status outputs shall be communicated only via a trusted mechanism (e.g., a dedicated |/O port or
a trusted path). When a trusted path is used, the trusted computing base (TCB) of the operating
system shall support the trusted path between itself and the operators for use when a positive TCB-
to-operator connection ts required. Communications via this trusted path shall be activated exclu-
sively by an operator or the TCB and shall be loglcally isolated and unmistakably distinguishable
from other paths

- The operating system shall provide the capability to audit the entry of cryptographic keys, other
critical security parameters, and control inputs and status outputs.

SECURITY LEVEL 4

In addition to the applicable requirements for Security Levels 1, 2 and 3, the iollowing requirernents
shall also apply for Security Level 4

» All cryptographic software, cryptographic keys and other critical security parameters. controt and
status information shall be labelied and under the control of an operating system Ihat provides struc-
tured protection (i.e.. B2 protechon in accordance with the Trusted Computer System Evaluation
Critena (TCSEC), or FIPS approved equivalent). Only operating systems that have been evaluated
by a NIST accredited evaluation authority and against a FIPS approved critenia shall be used
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4.8 Cryptographic Key Manageinent

Cryptographic key management is concerned with the enlire lite cycle of the cryptographic keys ein-
ployed with a cryptographic-based security system, inohiding ther generation, distribution, antry and use,
storage, destruction and archiving. Cryptography may play an important role in key management. A cryp-
tographic module will not only have its own key management requirements, but may aiso be utilized as part
of the key management process for another cryptographic module or cryptographic-based security system.

Key management is required for all cryptographic modules, whether the module implements a secret
key (symmetric) algorithm or a public key (asymmetric) algorithm. Secret keys and private keys shall be
protected from unauthorized disclosure, modification and substitution. Public keys shail be protected
against unauthorized modification and substitution.

4.8.1 Key Generation

A cryptographic module may optionally implement an internal key generation function. The module
shall implement a FIPS approved key generation algoritthm. Documentation shall specity the FIPS approved
key generation algorithm that is impiemented by the module.

When a random number generator is used in the key generation process, all values shall be generated
randomty or pseudo-randomly such that all possible combinations of bits and all possible values are equalty
likely to be generated. A seed key, it used, shall be entered in the same manner as cryptographic keys (see
Section 4.8.3). intermediate key generation states and values shall not be accessibie outside of the module
in plaintext or otherwise unprotected form.

4.8.2 Key Distribution

Key distribution may be performed by manual methods, automated methods, or a combination of au-
tomated and manual methods. A cryptographic module shall implement FIPS approved key distribution
techniques (e.g., FIPS 171 — Key Management Using ANS! X9.17). Until such time as a FIPS approved pub-
lic key-based key distribution technique is established, commercially available public key methods may be
used. Documentation shall specify the key distribution techniques that are implemented by the module.

4.8.3 Key Entry and Output

Manually-distributed cryptographic keys may be enter:d into or output from a cryptographic module
either by purely manual methods (e.g., via a keyboard, rotary switches, thumbwheels, or LCD displays) or
by electronic methods (e.g., via memory cards/tokens such as imagnetic-striped cards and integrated circuit
(IC) chip devices, smart cards/tokens, or other electronic key loaders).

Manually-entered cryptographic keys (keys entered using manua methods) shall be verified during
antry into a cryptographic module for accuracy using the manual key entry test specified in Section 4.11.2.
During key entry, keys and key components may be temporarily displayed to allow visual verification ano
to improve accuracy. When encrypted keys or key components are entered, the resulling plaintext secret
or private keys shall not be displayed.

A means shall be provided to ensure that a key entered into or output from a module is associated with
the correct entities (i.e.. person, group. or process) to which the key i1s assigned.

SECURITY LEVELS 1 AND 2

For Security Levels 1 and 2, when manualiy-distributed secret keys or private keys are entered into or
output from a cryptographic module they may be entered or output as plaintext keys. Optionally, the keys
may be entered or output either (1) in encrypted form, or {2) under split knowledge procedures {i.e., as two
or more plaintext key components), as required bedow for Security Levels 3 and 4. Electronicaliy distributed
secret and private keys shall be entered and output in encrypted form
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SECURITY LEVELS 3 AND 4

For Secusity Levels 3 and 4, manually-distributed secret arid private kays shall not be gntered into or
“Adput from a Cryptographic moduie in plaimiaxt form. When manuaity-distrioi.-d secret or private keys are
antered into or output from a cryptographic rodule, they shall be entered or output either (1) in encrypted
form, or (2) using spiit knowiedge procedurss (i.e., as two or more plaintext key components). When a
secret key or private key is entered or output under split knowledge procedures, the module shalil provide
the capability tc separately authenticate the operator for each key component Furthermore, the key com-
ponents shall be entered directly into the cryptographic modute or output directly from the cryptographic
module (e.g., via a trusted path or directly attached cabie), without traveling through any enclosing or inter-
vening systems where the components could be stored, combined, or otherwise processed. Electronically
distributed secret and private keys shall be entered and output in encrypted form

4.8.4 Key Storage

When contained within a cryptographic module, secret ana private keys may be stored in plaintext
torm These plaintaxt keys shall not be accessible from outside the module.

A means shali be provided to ensure that all keys are asscciated with the correct entities (i.e.. person,
group, or process) to which the keys are assigned.

4.8.5 Key Destruction

A cryptographic module shall provide the capability 1o zeroize ali plaintext cryptographic keys and other
unprotected critica! security parameters within the module. Zeroization of cryptographic keys and other
critical security parameters is not required if the keys and parameters are either encrypted or otherwise
physically or logically protected (e.g., contained within an additional embedded FIPS 140-1 cryptographic
module).
4.8.6 Key Archiving

A cryptographic module optionally may output keys for archiving purposes. Keys output for archiving
shall be encrypted.

4.9 Cryptographic Algorithms

Cryptographic modules shali employ FIPS approved cryptographic algorithms

4.10 Electromagnetic Interterence/Electromagnetic Compatibitity (EMI/EMC)

Radios shall meet ail applicable FCC reguirements. All other moduies shali meet the following require-
merts TEMPEST protection is not required by, and 1s beyond the scope of, this standard

SECURITY LEVELS 1 AND 2

For Security Levels 1 and 2, a cryptographic module shall, at a minimum, conform to the EMVEMC
requirements specified by FCC Part 15, Subpart J, Class A (i.e, for business use).

SECURITY LEVELS 3 AND 4

For Security Levels 3 and 4, a cryptographic module shall, at a minimum, conform to the EMYEMC
‘gquirements specified by FCC Part 15, Subbant J, Class B (i.e.. for home use).

£
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4.17 Self-Tests

A cryptographic module shall be able to perform seli-tests in order to ensure that the module is func-
tioning property. Certain self-tests shall be performed when the module s powered up (l.e., Power-Up
Tests). Other self-tests shall be performed under various conditions, typically when a particular function or
operation Is pertormed (i.e., Conditional Tests). A module may optionally perform other set-tests in addition
to the tests specified in this standard.

Whenever a cryptographic module fails a seif-test, the moduie shall enter an error state and output an
error indicator via the status interface. The module shail not perform any cryptographic operations while in
the error state and no data shall be output via the data output intertace while the error condition exists. Each
possible error condition shall be documented along with the conditions and actions necessary to clear the
error and resume normal operation (possibly to including maintenance, servicing or repair of the module).

4.11.1 Power-Up Tests

After a cryptographic module is powered up, the module shali enter the self-test state and perform all
of the following tests. The tests shall not require operator intervention in order to run. If all of the tests are
passed successfully, such an indication shall be output via the ‘'status output” interface. All data output via
the output interface shall be inhibited when these tests are performed. The module shall provide a means
to initiate the tests on demand for periodic testing of the module.

Cryptographic algorithm test. The cryptographic algorithm shall be tested by operating the algorithm
on data for which the correct output is already known (i.e., a "known-answer’ test). The test is passed if
the calculated output equals the previously generated output (the known answer). A known answer test
shall be run for each cryptographic function (e.g., encryption, decryption, authentication) that is imple-
mented. Message digest algorithms shall either have an independent known-answer test or shall be in-
cluded in the known-answer test of the cryptographic algorithm in which they are included (e.q., a digital
signature algorithm).

A cryptographic module may omit the cryptographic algorithm test if the module includes two indepen-
dent cryptographic algorithm impiementations whose output are continually compared in order to ensure

the correct functioning of the cryptographic algorithm. Whenever the output of the two impiementations are
not eqgual, the module shall enter an error state and output an error indicator via the status intertace.

Software/firrnware test. An error detection code (EDC) or FIPS approved authentication technique
(e.g., the computation and verification of a data authentication code or NIST digital signature algorithm)
shall be applied to all validated software and firmware residing in the modute (e.g., within EEPROM and
RAM). This error detection code, data authentication code, or digital signature shall then be verified when
the power-up tests are run. Software and firmware that has been validated by the FIPS 140-1 Validation
Program s considered to be validatec software and firmware.

Critrcal functions test. Al other functions that are critical 1o the secure operation of the module and
can be tested as par of the power-up tests shall be tested. Documentation shall provide a complete speci-
fication of all critical functions, and the nature of the power-up self-tests designed to test those functions.
Other critical tunctions that are periormed under certain specific condiions are tested as part of the condi-
tional tests.

Statistical random number generator tests. Cryplographic modules that implement a random or
pseudo random number generator shall incorporate the capability to perform statistical 1ests for random-
ness For Levels 1 and 2, the tests are nol required. For Level 3, the tests shal be calabie upon demand
For leve! 4, the tests shall be performed at power-up and shall also be callable upon demand. The tests
speacified below are recommended. However, alternative tests which provide equivaient or superior ran-
domness checking may be substiuted
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A single bit siream of 20,000 consecutive tits of output from the gensiator is subjected to sach of the
following tests it any of the 2515 fail then 'ha module shall anter an airos state.

iho Monokit Tas!
1. Cout the number of ones in the 20,044 bit stream. Danote this guantly by X.

2. The tsst is passed it 8,654 < X < 10.346.

The Poker Test

1. Divide the 20,000 bit stream intc 5,000 contiguous 4 bit segments. Count and store the number
of occurrences of each of the 16 possible 4 bit values. Denote f (/) as the number of each 4 bit value / where
0 << 15

2. Evaluate the following:

X = (16/5000) * (f [f(i)]’)—SOOO

j=0
3. Thetestis passedif 1.03 < X < 574

The Runs Test

1 Arun s defined as a maximal sequence of consecutive bits of either all ones or ali zeros, which
is part of the 20,000 bit sample stream. The inckdences of runs ({for both consecutive zeros and consecutive
ones) of all lengths (= 1) in the sampie stream should be counted and stored

2. The test is passed it the number of runs that occur (of lengths 1 through 6) is each within the
corresponding interval specified below. This must hold tor both the zeros and ones; that is, alt 12 counts
must lie in the specified interval. For the purpose of this test, runs of greater than 6 are considered o be

of length 6.

Length of Run Require.: interval
1 2,267--2,733
2 1.079-1.421
3 502--748
4 223-402
5 90--223
6+ 90--223

The Long Run Test
1. Along run is defined to be a run of length 34 or more (of either zeros or onesj.

2 Oii the sample of 20,000 bits, the tes! is passed if there are NO iong runs.
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1.71.2  Conditional Tests
The followinn tasts shall be performed undzr the conditions specified for sach test:

Pair-wise consistency test (for public and private keys). Cryptographic modules that generate public
and private keys shall test the keys for pair-wise consistancy. For example, if the keys can be used to
pertorm inverse operations, then one key (the public) shall be applied to a plaintext value, and the
resulting ciphertext shall be compared to the original plaintext to verify that the application of the key
did not resutt in the origina! plaintext (l.e., the identity mapping). f the two values are equal, then the
test shall be failed. Then, the other key {the private) shall be applied to the ciphertext and the resutt shall
be compared to the original plaintext. #f the two values are not equal, then the test shali be tailed. if the
keys are to be used only for the calculation and verification of digital signatures, then the consistency
of the keys shall be tested by the calculation and verification ot a signature.

Software/firnware load test. A cryptographic mechanism using a FIPS approved authentication tech-
nique (e.g., a data authentication code or NIST digital signature algorithm) shall be applied to all vali-
dated software and firmware that can be externally loaded into a cryptographic module. This test shall
verity the data authentication code or digital signature whenever the software or firmware is externally
ioaded into the module. Software and firrnware that has been validated by the FIPS 140-1 Validation
Program is considered to be validated software and firmware.

Manual key entry test. When cryptographic keys or key components are manually entered into a cryp-
tographic module, the keys shall have an error detection code (e.g., a parity check value) or shall use
duplicate entries in order to verity the accuracy of the entered keys. A cryptographic module shall verity
the error detection code or duphcate entries and provide an indication of the success or failure of the
entry process.

Continuous random number generator test. Cryptographic modules that implement a random or
pseudorandom number generator shall test the generator tor failure to a constant value. If the generator
produces blocks of n bits, where n > 15, the first block generated after power-up shall not be used,
but shall be saved for comparison with the next block to be generated. Upon each subsequent gener-
ation, the newly generated block is compared with the previously generated block. The test fails it the
two compared blocks are equal. If each call to the generator produces fewer than 16 bits, then the first
n bits generated after power-up, for some n > 15, shall not be used, but shall be saved for comparison
with the next n generated bits. Each subsequent generation of n bits shall be compared with the pre-
viously generated n bits. The test fails if two compared n-bit sequences are equal.
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APPENDIX A: SUMMARY OF DOCUMENTATION REQUIREMENTS
This apoendix is previded tor intorrreational purpesss anly, and is not a pant of ti:S standard.

The tollowing check list summarizes the documeni.ation requirements of this stancard. The FIPS 140-1
validation procedures inay require additional documentation. All documentation shall be provided to the
validation facility by the manutacturer of a cryptographic module. Requirements for user documentation are
beyond the scope of this standard, however, copiec Of the user and installation manuals shall also be pro-
vided to the vaiildaton faciity.

CRYPTOGRAPHIC MODULES

{ 1 Specification of the hardware, software and firmware components of a cryptographic module, the cryp-
tographic boundary surrounding these components, and the physical configuration of the module.

{ 1 Block diagram depicting ali of the major hardware components of the module and their interconnec-
tions, including any microprocessors, input/output buffers, plaintext/ciphertext bufters, control buffers,
key storage, working memory, and program memory

[ ] Specification of any hardware, software or firmware components of a module that are excluded trom
the security requirements of this standard, and an explanation of the rationale for the exclusion.

[ ] Specification of the cryptographic module security poiicy, i.e., the security rules under which a moduie
must operate, including the security rules derived from the security requirements of this standard and
the security rules derived from any additional security requirements imposed by the manufacturer

MODULE INTERFACES
[ 1 Speciication of the intertaces of a cryplographic moduie, including any physical or logical ports, phys-

ical covers or doors, manual or logical controls, physical or fogical status indicators, and their physical,
logical, or electrical characteristics.

[ 1 Specification of the set of authorized maintenance procedures for the module.

{ ] Specification of the defined input and output data paths.

ROLES AND SERVICES
[ 1 Specification of all of the authorized roles supported by the moduie.

[ 1 Specification of each of the authorized services, operations, and functions that can be performed with
the module. For each service, the service inputs, corresponding service outputs, and the authorized
role {or set of roles) in which the service can be performed, shall be specified.

FINITE STATE MACHINE MODEL

[ ] Specification and description of all states of the module and of all the corresponding state transitions.
The descriptions of the state transitions shall include the internal module conditions, data inputs and
control inputs that cause transitions from one state 10 another, and shall include the internal module
conditions. data outputs and status outputs resulting from transitions from one state to another

(] Finite state diagrams in sufticient detail to assure the verification of contormance to this standard

PHYSICAL SECURITY

| 1 Speciticatton of the physical embodrnent and security level tor which the physical secunty mecha-
nisms ot a cryptographc module are designed, and a descriphon of the applicante physical secunty
mechanisms that are employed by the module

35
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[ ]

Specification and description of the environmental fallura protection tsatures employed within a mod-
uie, or of the environinental fallure tests pertormed and the results of those tests. (Security Leve! 4).

SOFTWARE SECURITY

(1]

[]

(]

r—
j—

(]

(]

Specification of any sottware or firmware that is excluded from the software security requirements, and
explanation of the rationale for the exclusion.

Detalled description cf the design of the software within the module (e.g., the finite state machine
mode! specification).

Detailed explanation of the correspondence between the design of the software and the cryptographic
module security policy (i.e., the ruies of operation). (Security Levels 1 and 2 only).

Complete source code listing tor all software contained within the module. For each software module,
software function and software procedure, the source code listing shall be annotated with comments
that clearly depict the refationship of these software entities to the design of the software,

Specification of a forma! mode! (i.e , a precise mathematical statement) of the cryptographic module
security policy (i.e., the security rules under which the module must operate) as documented per the
requirements of Section 4.1). The jormal model shall be specified using a formal specification
language that is a rigorous notation based on established mathematics, such as first order logic or set
theory. Examples include, but are not limited, INAJO, GYPSY, VDM, Z, LOTOS, EHDM and ESTELLE.
(Security Level 4).

Detailed explanation (informal proof) of the correspondence between the formal model and the cryp-
tographic module security policy. (Security Leve! 4).

Annotations in the source code listing for each software module, software function and sottware pro-
cedure, Clearty specifying (1) the pre-conditions requirec upon emry Imo the module, function or pro-
cedure in order for it to execute comrectly, and (2) the post-conditions expected to be true when
execution of the module, function or procedure is complete. These conditions may be specified using
any notation that is sufficiently detailed to completely and unambiguously explain the behavior of a
module, function or procedure. (Security Lavel 4).

Detailed explanation (informal proof) of the correspondence between the software design (as reflected
by the pre- and post-condition annotations) and the tormal model. (Security Level 4).

KEY MANAGEMENT

(]
(]

Specification of the FIPS approved key generation procedures that are impiemented by the modute.
Specification of the FIPS approved key distribution techniques that are implemented by the module

CRYPTOGRAPHIC ALGORITHMS

[ ]

Specification of the FIPS approved cryptographic algorithms that are implemented by the module.

SELF-TESTS

)

Speclfication of each possible error condition, including the conditions and actions necessary to clear
the error and resume normal operation {possibly to include maintenance, servicing or repair of the
module).

Specification of all critical tunctions, and the nature of the power-up self-tests designed to test those
functions
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APPENDIX B: RECOMMENDED SC: TWARE DEVELOPMENT PRACTICFS

This appendix s orovided jo: li-formational ourocses only, and is not a [t of this standard.

fhe following grogramming tacinigues should be used 1o facilitate analysis of the programn:, and to

reduice the chances of programming errors. Deviations from thasa oractices may be appropriata in some
instances.

Each variabie should have an associated comment that gives the range of allowable vaiues for the
variabie. If the range is unrestricted, this should be noted.

Each procedure should have cnly one entry point. Each procedure should have at most two exit points,
one for error exits and one for normal exits.

Control flow within a procedure should be defined using only the following constructs: sequence, if-
then-else, while-do, case, repsat-until, for, and other structured loop constructs

Data should be communicated between procedures through the use of argument lists and/or explicit
return values. Global variables should not be used except wiere necessary for the implemernitation of
an abstract data type

Modules (which consist of data plus one or more associated procedures) shouid be constructed ac-
cording 10 the principle of encapsulation/information-hiding.

Each loop should be preceded by a convincing argument (as a comment) that termination is guaran-
teed.

tach procedure should perform only a single, weli-defined function.

Each procedure should be preceded by a comment explaining the function performed by the proce-
duire.

Fioating point comparisons shoutd not be used.

Where possible, variable names should be used in only one context within the same procedure.
Equivalence of variables should not be used to permit muttipte memory usage for confiicting purposes.
Upon entry to a procedure, input parameters should be checked for appropriate vaiues where possible

The software should be hierarchically structured as a series of layers.

ASSEMBLY LANGUAGE

The following additional programming practices should be used when the implementation s in assem-

bly tanguage. Deviations from these practices may be appropriate in some instances.

Alt code should be position independent, except where appropriate security concerns, efficiency or
nardware constraints require posiion gependency.

Ali register references shouid use symbolic register names.
Self-madifying code should not be used.

All procedures should be responsidie for saving and restoring the contents of any register whih is used
within the procedure.

Control transter instructions should not use numeric hiterais
£ach umil should conmtain comments describeng register use i the unit

17
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